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ABSTRACT The power competition between the major powers of the world has 
always been dependent on the strategic security landscape. Over the years, 
military operations and warfare have evolved with the development of 
new weapons, equipment, and technologies. During the 20th century, the 
world witnessed a transformation from conventional strategic competition 
to unconventional strategic competition with the advent of nuclear weap-
ons. The genesis of the 21st century marked another revolution in military 
affairs when electronic warfare was modernized and cyber warfare came 
into the spotlight. In the current century, new poles of powers have emerged 
whereby Beijing and Washington started competing at all levels and in all 
domains. Shortly after the incorporation of digital, electronic, and cyber 
equipment and techniques by militaries around the world, cyberspace be-
came militarized and emerged as the fifth battlefield. The U.S. armed forces 
and the Chinese PLA both rely heavily on cyberspace when it comes to their 
communication, operations, and planning. Cyber campaigns launched by 
Washington and Beijing on various targets accounted for a cyber arms race 
and continuous cyberspace strategic competition between the two countries.
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China-U.S. Strategic Competition in the Cyber Domain

The strategic competition between Washington and Beijing continues 
to shape the international security environment and subsequently 
pull the strings of regional and sub-regional security structures in the 

21st century. The contemporary global security landscape finds its roots in 
the traditional patterns of operations but is driven by non-traditional com-
ponents of security. This is because the dawn of the 21st century coincided 
with technological revolutions that not only affected the international civil 
standard operating procedures but also revamped the approach of militar-
ies. Being at the crossroads of conventional and unconventional aspects, cy-
berspace strategic competition between the United States (U.S.) and China 
also started in the last decade of the 20th century when the two countries 
neither confronted each other formally labeled cyberspace as a war-worthy 
domain. However, recognizing each other’s cyberspace capabilities, as well as 
those of other countries, they started formalizing cyberspace warfare strat-
egies and policy guidelines. It was in the early 2000s when China and the 
U.S. highlighted the shift in their military postures and doctrinal changes in 
which cyberspace emerged as a zone of competition along with other mil-
itary domains. Initially, cyberspace capabilities were used by existing mili-
tary structures as force multipliers and to support traditional military cam-
paigns. As technology progressed and cyber warfare capabilities matured, 
cyber warfare capabilities evolved into independent and joint components 
for military operations. After both countries recognized cyberspace as the 5th 
warfighting domain, cyber warfare’s importance enhanced multifold. With 
security situations around the world becoming more volatile, controlling the 
escalation ladder becoming difficult and complexities increasing day by day, 
cyber warfare became the ideal weapon of choice with many advantages such 
as anonymity, non-use of kinetic options, no confrontation, and so on. The 
establishment of dedicated cyber warfare wings, the development of cyber 
weapons, and the militarization of cyberspace by Beijing and Washington 
spurred a cyber arms race between the two countries as emerging super-
powers. It also elicited the concept of a balance of power in cyberspace for 
either of the one to dominate and gain strategic cyber warfare leverage over 
the other.

U.S. Cyber Warfare Capabilities: Structures and Functions

Over the last three decades, the strategic posture of the U.S. has transformed 
vis-à-vis its security policies. The U.S. has actively developed and incorpo-
rated cutting-edge and disruptive technologies in its military doctrines and 
has also manifested them practically in various military operations. The 
American military has invested heavily in developing capabilities in the cy-
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berspace domain, particularly to 
weaponized it. This, in turn, has 
led to spillover effects on conven-
tional military capabilities and 
operations.1 The establishment of 
the U.S. Cyber Command (USCY-
BERCOM) in 2009 highlighted the 
importance of cyber warfare for 
the country.2 USCYBERCOM was 
initially tasked to “direct, synchro-
nize and coordinate cyberspace 
planning and executions” for de-
fending the U.S. and its national 
interests.3 With its establishment, 
USCYBERCOM emerged as a capable component based on the co-devel-
opment of the ‘Stuxnet’ worm with Israel to disable Iranian nuclear plant 
centrifuges.4

The increased reliance on and usage of cyberspace by the American military 
enhanced the scope of operations for USCYBERCOM. Within a decade, 
USCYBERCOM evolved into a “unified combatant command” in 2018. 
Prior to this, the U.S. Strategic Command (USSTRATCOM) regulated 
USCYBERCOM.5 The upgradation of USCYBERCOM into a distinct 
combatant command also resulted in the attachment of four service 
commands with it, namely the U.S. Fleet Cyber Command, the U.S. Army 
Cyber Command, the Marine Corps Forces Cyberspace Command, and 
the Air Force Cyberspace Command. The road map outlined by the U.S. 
Department of Defense (DOD) highlights that a cyber mission would be 
created for USCYBERCOM under which the command would maintain 
6,200 personnel divided into 133 teams.6 Moreover, these 133 teams are sub-
divided to conduct various tasks: 13 mission teams would defend against 
cyber threats; 68 teams are tasked with the cyber protection of the DOD’s 
networks and systems against threats; 27 teams are combat mission teams 
designated “to conduct integrated cyberspace attacks” whereas 25 cyber 
support teams would provide back-end “analytic and planning support” to 
the aforementioned teams.7

Recognizing the relevance of cyberspace in a strategic context, the DOD pub-
licized a report highlighting USCYBERCOM’s road map. Complementing the 
2018 U.S. National Defense Strategy, it outlined that USCYBERCOM must 
develop superiority over its adversaries as the armed forces have done in the 
physical domains. The role of American “cyber warriors” becomes crucial as 
some of the country’s adversaries have become “near-peer competitors” and 
pose persistent threats to the U.S. economy and military.8

The establishment of dedicated 
cyber warfare wings, the 
development of cyber 
weapons, and the militarization 
of cyberspace by Beijing 
and Washington spurred a 
cyber arms race between the 
two countries as emerging 
superpowers
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Figure 1: The Structure of the United States Cyber Command
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U.S.’ Multi-Faceted Cyber Warfare

Cyberspace has been recognized as a warfighting domain by the U.S. The wide-
spread use of communications and technology has strategic threats attached to 
it and has accounted for the development of new techniques of coercion. Cyber 
warfare has become a “new normal” for adversaries to strategically compete with 
the U.S. For the U.S., cyber warfare is a multi-front strategic phenomenon with 
a trans-regional nature. According to the U.S. Cyber Command Vision, various 
states and non-state actors (NSAs) continue to launch cyber warfare or cyber 
campaigns against Washington to destabilize it economically and militarily.10 
The development of high-end military capabilities by its adversaries, including 
China, North Korea, Russia, and Iran, have reduced Washington’s conventional 
military advantage and the aforementioned countries continue to compete in cy-
berspace on a strategic level. In addition, NSAs, including terrorists, hacktivists, 
etc., continue to exploit cyberspace against the U.S. Militant organizations like al-
Qaeda, the Islamic State of Iraq and Syria (ISIS) and their affiliated groups have 
launched cyberattacks and cyber campaigns detrimental to American interests.11

The Indo-Pacific Strategy Report made public by the DOD in 2019 highlighted 
that Chinese military modernization and its subsequent military operations 
have an increased reliance on complex cyber warfare and electronic warfare.12 
Similarly, it highlighted the use of cyber warfare by North Korea to steal data 
for generating revenue. Taking into account these challenges, the U.S. plans 
to invest resources in conducting defensive and offensive cyberspace opera-
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tions.13 The multi-dimensional threats 
of cyber warfare against the U.S. are to 
be addressed through tailored strategies. 
Admiral Mike Rogers, a former com-
mander of USCYBERCOM, prioritized 
five broad goals for the command that are 
as follows:14

i. Highly trained and ready cyber force,
ii. Creation of cyberspace situational awareness for the military,
iii. Development of operational concepts and command-and-control systems 

to execute missions,
iv. Establishment of joint and integrated defensible network,
v. Presence of competent authorities and the right policies to conduct 

full-spectrum operations in the domain.

As mentioned earlier, the role of USCYBERCOM snowballed after its incep-
tion from solely defending the country’s military networks from the threats 
posed by cyber espionage to conducting cyber offensives and supporting joint 
military commands. Under the Trump Administration, the elevation of US-
CYBERCOM to a unified combatant command resulted in the transformation 
of its application trajectory as well. It was communicated by the U.S. Depart-
ment of Defense that USCYBERCOM “is prepared to generate cyber effects” 
with decisive outcomes that demonstrate the rapid growth of the command.15

China’s Cyber Warfare: Infrastructure and Applications

The first country to develop disruptive technologies, particularly cyber war-
fare capabilities, in Asia, was China. The strategic use of cyber warfare by the 
Chinese military started in the mid-1990s under the banner of the information 
warfare (IW) plan. By 1997, China had conducted multiple cyberspace exer-
cises to interrupt, disrupt, and neutralize military communications.16 In the 
same year, the Chinese Central Military Commission established a 100-mem-
ber elite corps for an offensive role against the command and control systems 
of the U.S. and other Western countries. The 21st century increased the reli-
ance of the Chinese military on cyber warfare capabilities and thus a strategic 
information warfare unit was formed. The unit’s primary task was to engage 
with Chinese adversaries through computer networks for manipulating their 
fire control and guidance systems. American observers termed the IW unit as 
“Net Force.”17

At the beginning of the 21st century, cyber warfare proved beneficial for the 
Chinese military as it supported asymmetric capabilities and simultaneously 

The first country to develop 
disruptive technologies, 
particularly cyber warfare 
capabilities, in Asia, was 
China
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minimized the conventional dispar-
ity vis-à-vis the U.S.18 The country 
also created an information-based 
all-inclusive master system to sup-
port its military operations by first 
giving rise to a joint19 and then an 
integrated command and control 
system.20 The People’s Liberation 
Army (PLA) defines cyberspace 
as a domain “created by technol-
ogy, computers, and the web.”21 The 
components of the domain are digi-

tal space, cyberspace, and information space, which are subject to continuous 
human intervention and control.

The year 2010 marked another important and crucial development when an 
“information protection base” was established under the General Staff Depart-
ment (GSD) by the PLA. The base was given the task of security or defense of 
computer networks.22 Chinese military’s White Paper, published in 2014, rec-
ognized the importance of cyberspace for social and economic development 
and its integration with national security. It also called for the development 
of a robust cyber force with top-notch cyber warfare capabilities –both active 
and passive– along with international cyberspace cooperation to strengthen 
Beijing.23 The importance of cyberspace for Beijing can be analyzed from the 
fact that in its 2019 White Paper named China’s National Defense in the New 
Era, cyberspace is directly associated with the country’s sovereignty and secu-
rity interests.24

The organizational structure of Chinese cyber warfare is different from the 
American one. The computer and network attack missions are merged with 
the electronic warfare (EW) mission to form the “integrated network elec-
tronic warfare” (INEW) system. The INEW is regulated under the General 
Staff Department’s (GSD) 4th Electronic Countermeasures Department. 
Moreover, the 3rd Signals Intelligence (SIGINT) Department controls com-
puter network defenses and cyber espionage.25 The General Staff Depart-
ment’s 3rd SIGINT Department monitors foreign communications, conducts 
cyber surveillance on high-priority targets, and protects the PLA’s commu-
nication networks and computer systems. The Chinese SIGINT is the most 
sophisticated and comprehensive when it comes to the Asia-Pacific region. 
The 4th Department of the GSD has a portfolio of electronic intelligence 
(ELINT).

The cyber warfare organizational structure of the People’s Liberation Army is 
shown in Figure 2 below:

In the contemporary strategic 
landscape, inter-state conflicts 
predominantly involve either 
proxy wars or unconventional 
warfare whereby cyber warfare 
becomes a potent tool for the 
militaries to employ against 
their respective adversaries
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Figure 2: The People’s Liberation Army’s Cyber Warfare Structure

6 
 

Figure 2: The People’s Liberation Army’s Cyber Warfare Structure 

 

Source: Advanced Modernization and Preparation for War: Informatized Warfare, New Force Elements, Cyber, 
Space, Logistics26 

Training exercises for the INEW at the unit level involve computer network operations, 
spoofing, espionage, jamming, and components of electronic warfare. The cyber force working 
under the INEW is known as the Informationalized Blue Force. The Informationalized Blue 
Force was initially tasked to take hold of the enemy’s (Red Force’s) command and control 
system.27 Chinese cyber operations have involved a wide range of targets such as command and 
control systems, supervisory control and data acquisition (SCADA) systems, logistic 
components, internet networks, and even weapons systems.28 

 

Cyber Warfare as an Enabling Component for Militaries 

The global strategic landscape has witnessed a substantial transformation in terms of 
technological induction in military theory, military planning, and military operations. The 
weaponization of cyberspace has highlighted its importance for militaries and NSAs and the 
scope of its application has proliferated subsequently. In the contemporary strategic landscape, 
inter-state conflicts predominantly involve either proxy wars or unconventional warfare whereby 

General Staff Department 

4th Electronic 
Countermeasures 

Department 

Integrated Network 
Electronic Warfare (INEW) 

3rd Signals Department 

2nd Bureau (Unit 61398) 

Computer Network Defenses 
and Cyber Espionage 

Source: Advanced Modernization and Preparation for War: Informatized Warfare, New Force Elements, Cyber, 
Space, Logistics26

Training exercises for the INEW at the unit level involve computer network 
operations, spoofing, espionage, jamming, and components of electronic war-
fare. The cyber force working under the INEW is known as the Informational-
ized Blue Force. The Informationalized Blue Force was initially tasked to take 
hold of the enemy’s (Red Force’s) command and control system.27 Chinese cy-
ber operations have involved a wide range of targets such as command and 
control systems, supervisory control and data acquisition (SCADA) systems, 
logistic components, internet networks, and even weapons systems.28

Cyber Warfare as an Enabling Component for Militaries

The global strategic landscape has witnessed a substantial transformation in 
terms of technological induction in military theory, military planning, and mil-
itary operations. The weaponization of cyberspace has highlighted its impor-
tance for militaries and NSAs and the scope of its application has proliferated 
subsequently. In the contemporary strategic landscape, inter-state conflicts 
predominantly involve either proxy wars or unconventional warfare whereby 
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cyber warfare becomes a potent tool for the militaries to employ against their 
respective adversaries. Many international organizations and scholars equate 
viruses, harmful codes, etc. to weapons of mass destruction (WMDs), which 
account for the global cyber arms race. This also questions the applicability 
of non-proliferation treaties in the cyberspace domain.29 Countries around 
the world have developed dedicated military-led cyber capabilities to increase 
their national power and achieve specific military outcomes.30

The significance of cyber warfare capabilities for militaries can also be gauged 
by former Chairman of the U.S. Joint Chiefs of Staff Gen. Martin E. Dempsey’s 
statement in which he said, “We now live in a world of weaponized bits and 
bytes, where an entire country can be disrupted by the click of a mouse.”31 
To connect this statement with the global security landscape, it is import-
ant to note that 20 countries (or more) have established dedicated military 
units to conduct cyber warfare.32 Cyber warfare is not only detrimental to 
an adversary’s military but can also handicap its economy, on which all the 
other elements of national power are dependent.33 Hence, militaries can tar-
get a non-military target through operations in the cyberspace domain and 
achieve strategic results since the domain is not regulated like battlefields or 
war zones.

In modern warfare, all three levels of warfare rely directly on information op-
erations (IOs) and network-centric operations (NCOs). From drafting doc-
trines to determining operational needs to planning and executing battles, 
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information, and network-centric opera-
tions dominate the cycle. Both of these op-
erations are intertwined with cyberspace 
and associated capabilities. To integrate 
the tri-services operations and achieve a 
full-spectrum approach, integrated cyber-
space capabilities are to be employed for 
enabling any military to influence, disrupt 
or deny the adversary’s decision-making 
while protecting the owned systems.34 
Contemporary battlefields continue to 
draw primary support from computer networks and communication systems 
that operate modern and autonomous weapon systems. Cyber warfare enables 
militaries to penetrate the aforementioned systems, reprogram the data of 
these systems, and redirect a weapon to any other location for a strike. Simi-
larly, through cyberattacks, the global positioning system (GPS) or command 
and control (C2) structures can be compromised, denying an adversary the 
ability to operate or even control its forces.35

Before the advent of nuclear weapons, the task of armed forces was to win 
wars but after the usage of nuclear bombs, the responsibility of militaries was 
to avert wars. The incorporation of cyber warfare fused with the notion of 
averting war resulted in intense competition in the domain of cyberspace. Un-
like the conventional domains, warfare in cyberspace is relatively cheaper and 
below the threshold of an all-out war, which makes it a preferable choice for 
modern armed forces. In cyber warfare, the attacker tries to remain dominant, 
which has led militaries to focus more on developing offensive cyber capabil-
ities. Moreover, cyber operations are conducted at a high speed with a global 
strike range, and a “target-rich environment” is available to the attacker,36 
making cyber warfare the ideal domain of warfighting in a digitized world.

Another dimension of cyber warfare’s role as a force multiplier or enabling 
component is based on its asymmetric nature. For example, a smaller and 
conventionally weaker military cannot compete with a superpower with a 
high-end conventional military and a larger force. However, by retaliating in 
an asymmetric realm through the use of unconventional cyber warfare capa-
bilities, it can potentially gain significant advantages over its adversary.37 In 
addition, other concepts such as deterrence and economic interdependence 
also do not undermine the use of cyber warfare by militaries because of the 
anonymity of the attacker (via masking) and the lack of authentic attribution.38 
Cyber warfare also adds to the offensive capabilities of militaries because of its 
rapidly changing nature. Whenever effective countermeasures for a particular 
cyber weapon are created, militaries tend to develop new cyber weapons for 
offensives to both gain an advantage and undermine the enemy’s security.39

Cyber warfare enables 
militaries to penetrate the 
aforementioned systems, 
reprogram the data of 
these systems, and redirect 
a weapon to any other 
location for a strike
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American Doctrinal Induction of Cyber Warfare: Military Operations 
and Their Effects

At the beginning of the 21st century, the Office of the Joint Chiefs of Staff of 
the U.S. published a policy document named Joint Vision 2020 for its armed 
forces to outline a road map for policy-making and operations from a tactical 
to strategic level. The Joint Vision 2020 recognized the importance of asym-
metric information technology capabilities that might prove detrimental to 
American national interest and simultaneously reveal vulnerabilities of the 
country. The technological imbalance would pose a full-spectrum threat to 
the U.S.: The role of communications channels, information technology, and 
computer networks would snowball to a large extent, which would ultimately 
lead to a cyberspace strategic competition. As a result, the U.S. military must 
equip itself to achieve full-spectrum dominance and conduct cyber warfare. 40

By 2011, the U.S. had come up with an International Strategy for Cyberspace to 
identify the threats, develop cyberspace capabilities, mitigate the challenges, 
and achieve desired stability in the domain.41 The document recognized dis-
ruptive and threatening attacks like blocking a website, international network 
disruption, and attacks on economic infrastructure, etc. as challenges to the 
national and economic security of the country for which its civil and armed 
forces must develop defensive and offensive cyber capabilities.42 The Interna-
tional Strategy for Cyberspace also highlighted that the U.S. would develop ca-
pabilities to deter and dissuade its adversaries; the country would establish a 
robust cybersecurity and cyber warfare infrastructure to withstand attacks and 
afterward launch offensive operations in the cyberspace domain. Moreover, 
under its “inherent right to self-defense,” the U.S. also outlined that it would 
provide cyberspace deterrence to its military treaty partners if required.43

The strategy also called for engaging in the military sphere to protect critical 
infrastructure against disruption, to prevent military operations from being 
dominated in operating environments, and to safeguard the economic and de-
fense industrial base. Michael Daniel, a former White House cybersecurity co-
ordinator, stressed to computer security practitioners that it was essential for 
role-players to defend the economic interests of the U.S. from cyber warfare.44 
The strategy also prioritizes the use of cyberspace for achieving global situa-
tional awareness, decreasing response time in areas of contingencies, and initiat-
ing cybersecurity exercises with partners.45 In the global strategic landscape, the 
U.S. military aligns its cyber warfare strategy with its allies and has established 
defense-in-depth in the cyberspace domain against states and non-state actors.46

For the U.S., incorporation of cyber warfare did not remain confined to its 
doctrines; rather specific military units, which were later converted into US-
CYBERCOM, were tasked to conduct cyberattacks on specified targets. One 
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of the most famous cyber operations was 
conducted jointly by the U.S. military and 
Israeli forces against Iranian nuclear power 
plants. The cyber operation disabled Ira-
nian nuclear plants’ centrifuges to curtail 
weapon-grade uranium enrichment and 
was later termed ‘Stuxnet’ (2010).47 It was 
in 2013 when the U.S. military, for the first 
time, declassified the Joint Publication on 
Cyberspace Operations. This officially pub-
licized the employment of cyber warfare 
by American armed forces and the use of cyberspace for strategic competi-
tion.48 The publication highlighted the use of cyberspace by the American mil-
itary for offensive cyber operations (OCO), defensive cyber operations (DCO), 
counterintelligence (CI), DOD information network operations (DODINO), 
and cyberattacks.49

The Joint Publication on Cyberspace Operations also called for integrating the 
tri-services with technologically enabled command and control structures. 
Cyber operations are also designed to identify gaps between adversaries and 
the U.S. military during mission analysis. In addition, cyberspace operations 
were also directed to facilitate the integration and synchronization of weapon 
systems with the operational requirements and capabilities.50 Since 2010, the 
U.S. published several documents on cyberspace operations, the establishment 
of multiple Cyber Mission Forces (CMF), the operational road map for USCY-
BERCOM, USCYBERCOM’s commander’s vision so on and so forth.51 

In 2016, the Obama Administration tasked USCYBERCOM to conduct cy-
ber warfare against the ISIS, about which then-Secretary of Defense Robert O. 
Work said, “We are dropping cyber bombs.”52 To carry out the covert offensive 
cyber operation named “Glowing Symphony,”53 new cyber units were estab-
lished under USCYBERCOM. The cyber operations were directed to amend 
the electronic communication of militants and redirect their missions. Former 
President Barack Obama, while talking about cyber warfare against ISIS said, 
“Our cyber operations are disrupting their command and control and com-
munications.”54 The operational tactics involved coordinated phishing emails 
and the insertion of malware in ISIS servers, through which 10 core accounts 
of ISIS members launched propaganda campaigns. USCYBERCOM was able 
to penetrate the network and delete ISIS files, IPs, and accounts, denying the 
militants of any possible information retrieval.55

The command vision for USCYBERCOM published in 2018 was titled, 
Achieve and Maintain Cyberspace Superiority to highlight the importance of 
this domain for the U.S. military. The document not only crafted a road map 

China correlates its cyber 
warfare/security strategies 
with ancient war concepts 
–it connects Sun Tzu’s 
opinion about deceptive 
and passive war with cyber 
warfare
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for the cyber command but also out-
lined that the military options for the 
operational commander would also 
be expanded.56 USCYBERCOM must 
curtail adversaries’ cyber offensives 
at the point of origin and continue to 
operate for tactical, operational, and 
strategic advantages. This should in-
volve the disruption of adversaries’ 
action57 so the U.S. can conduct cyber 
warfare unceasingly to achieve and 
maintain a three-layered cyberspace 
dominance cycle. The command vi-
sion also calls for the cyber command 

to augment the Joint Force by delivering operational and strategic advantages 
to it. A persistent engagement of the American forces in cyberspace weakens 
its adversaries by imposing tactical friction, hindering their desired strategic 
outcomes and adversely affecting their plans.58

The command vision is further dictated by the following imperatives that sup-
port American military operations in cyberspace and enable its military to 
implement challenges in all competing domains:59

i. Develop and maintain cyber, emerging, and disruptive technologies earlier 
and more effectively than adversaries to gain advantages as desired,

ii. Prepare American forces for joint operations and integrate cyberspace ca-
pabilities across all military domains,

iii. Enhance the scope of cyberspace activities to support joint forces and si-
multaneously integrate intelligence, information, and communication 
operations,

iv. Manage cyber technologies for quick and agile full-spectrum operations 
and draw support for decision-making, policy-making, and operational 
concepts,

v. Expand the horizon of partnerships with allied militaries, academia, and 
experts in the cyberspace domain and use these partnerships for the iden-
tification and understanding of cyberspace advances to cope with any 
shortcomings.

The Office of the Joint Chiefs of Staff revised the Joint Publication on Cyber Op-
erations in 2018. The revised version outlined several transformations in the 
policy and operational scope. First of all, it interrelated the tri-layered cyber-
space structure in a way that all three (physical network, logical network, and 
cyber-persona) completed the operational cycle of cyberspace.60 The 2018 ver-
sion of the publication recognizes the strategic competition with nation-states 

The Chinese military has not 
been associated with any 
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and also underlines that the nation-states might directly conduct cyber oper-
ations or outsources them to third parties.61 It also tasked various units un-
der USCYBERCOM with dedicated activities. The primary external cyber op-
erations were directed to the combatant commands and associated mission 
teams, while the core activities for internal cyber operations were given to the 
Department of Defense Information Network (DODIN) and associated mis-
sion teams.62 Figure 3 shows the complete cycle of missions and forces desig-
nated to carry out particular actions.

Figure 3: The Cyberspace Operations’ Mission Cycle
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To complement the military doctrines, the U.S. also published a national cyber strategy, under 
which it stated that the country would employ all kinds of resources, including military (be they 
kinetic or cyber), for prevention, mitigation, and deterrence of cyber operations against 
Washington. It also called for establishing a cyber deterrence initiative through which the U.S. 
would build a coalition force and devise tailored strategies against adversaries according to their 
strengths and prevailing environment.64 
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To complement the military doctrines, the U.S. also published a national cy-
ber strategy, under which it stated that the country would employ all kinds of 
resources, including military (be they kinetic or cyber), for prevention, mitiga-
tion, and deterrence of cyber operations against Washington. It also called for 
establishing a cyber deterrence initiative through which the U.S. would build 
a coalition force and devise tailored strategies against adversaries according to 
their strengths and prevailing environment.64
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Chinese Incorporation of Cyber Warfare: Doctrinal and Operational 
Analysis

In its strategic competition with the U.S., the People’s Republic of China (PRC) 
has invested heavily in its armed forces to achieve conventional parity. During 
the first decade of the 21st century, the conventional gap was so enormous 
that the Chinese military explored unconventional options to offset the U.S. 
military superiority. To address the conventional challenges, Chinese military 
strategists opted for the development of disruptive technologies and cyber 
warfare capabilities to counter conventional military threats.65 As mentioned 
earlier, China termed cyber warfare as “information warfare,” which, in 2004, 
it changed the basic aim of the preparations for military struggle (PMS) from 
“winning local wars under conditions of modern technology” to “winning lo-
cal wars under conditions of informatization.”66 This particular understanding 
was added to and elaborated on by Beijing’s National Defense Strategy (2004) 
when it was highlighted that “informatization” had become a cardinal to act as 
a force multiplier and enhanced the warfighting capabilities of the military.67

Another cardinal component in Chinese cyber warfare policy revolves around 
establishing processes and developing measures to neutralize any hostile in-
formation warfare plans based on network technologies. In doing so, Bei-
jing focuses primarily on “counter-espionage” structures that would operate 
against foreign intelligence services. Moreover, the country acknowledges cy-
ber warfare as a supporting domain for enhancing military capacity pertinent 
to building plans against cyberattacks and other threats in the cyberspace field. 
Similarly, China correlates its cyber warfare/security strategies with ancient 
war concepts –it connects Sun Tzu’s opinion about deceptive and passive war 
with cyber warfare. This particular threat focuses are shaping the Chinese mil-
itary outlook and its security policies in the contemporary world order.68

The Chinese military has not been associated with any cyberattack on conven-
tional military targets. However, the country has been linked to cyber espio-
nage for gathering sensitive information across civil, economic, and military 
sectors. The “Titan Rain” attacks conducted in 2007 on the United Kingdom’s 
(UK) Foreign and Commonwealth Office and the U.S. Department of Defense 
were attributed to China. Similarly, the 2009 “GhostNet” attacks directed at 
large-scale spying on various targets, including government departments and 
strategic sites, were linked to China.69 In line with the incidents mentioned 
above and various documents published by the PLA, it has been noted that 
cyber warfare is not considered merely a force multiplier on the battlefield but 
an unconventional warfare weapon. This unconventional weapon is consid-
ered to preclude conventional military action against adversaries and domi-
nate them in cyberspace. Hence, cyber warfare can be termed as a “preemption 
weapon.”70
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The Science of Military Strategy published in 2013 
became the first official document in which China 
publicly addressed cyber warfare through the mili-
tary lens. It outlined that the PLA recognizes cyber-
space as a “domain of military struggle.”71 This was 
again reiterated in the country’s national defense 
paper titled China’s Military Strategy published in 
2015. The paper called for the country’s military to 
build robust cybersecurity and cyber warfare infra-
structure and an operationally ready force as Beijing 
was vulnerable to grave cyberspace threats. It also 
recognized the high-intensity international cyber-
space strategic competition and the fact that many 
countries continue to build their “cyber military forces.”72 These developments 
pressured China to fuse cyberspace with other elements of national security 
and subsequently build cyber capabilities to not only defend itself but engage 
in offensive operations based on the continuously changing cyber warfare ap-
proaches. The Chinese view of cyber warfare converges with the American 
interpretation of cyber warfare on the point that both consider it to have a 
significant role not only in the military domain but for the broader national 
security components.73

Several publications highlight the adoption of cyber warfare and the devel-
opment of cyber technologies by the PLA. The PLA’s electronic warfare and 
SIGINT operational concepts have expanded in scope and have integrated cy-
ber warfare. Cyberattacks are not only aimed at conventional forces but are 
launched on unconventional targets, including satellites. To support these ac-
tivities, China plans to establish an information complex to ensure the integra-
tion of combat strikes, electronic warfare, cyber systems, and reconnaissance 
operations.74 Moreover, cyberattacks have been added to the offensive opera-
tions category to achieve strategic objectives. Against its adversaries, the PLA 
aims at degrading, disrupting, and/or controlling the enemy’s information sys-
tems75 to dominate the observe-orient-decide–act (OODA) loop.76 Major Gen-
eral Qiao Liang of the People’s Liberation Army Air Force (PLAAF) Command 
College and Wang Xiangsui, a professor and retired senior colonel of the PLA, 
introduced the idea of cyber warfare being employed against critical network 
infrastructures, including command and control systems, as early as 1999 in 
the book Unrestricted Warfare: China’s Master Plan to Destroy America.77 

Later on, Xu Rongsheng, chief of cybersecurity research at the Chinese Acad-
emy of Sciences, upheld this approach by adding telecommunication power 
systems to the targets of cyber warfare in wartime.78 Similarly, Lieutenant Gen-
eral Liu Jixian of the PLA’s Academy of Military Sciences also called for the 
Chinese military to carry out cyber warfare and develop critical cyber technol-
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ogies for combat purposes, including 
enabling precision-weapon attacks or 
paralyzing airports or naval ports.79

China has actively monitored its inter-
net sphere, particularly social media 
platforms, to regulate the dissemina-
tion of information and data. These 
surveillance activities started in the 
wake of large-scale protests in Iran 
after the 2009 presidential election, 

the Arab Spring of 2011, and the London Riots in 2011.80 In the policy circle, 
strategists and PLA authors emphasize the integration of all domains of war-
fare to conduct seamless operations. With the integration of communication 
networks, computers, sensors, and autonomous systems in tri-services, it is de-
bated that the Chinese military would maintain a “dominant battlefield aware-
ness” while having the leverage to exploit communication networks, command, 
and control hubs, electronic logistic lines, etc. of its adversaries.81 Lu Linzhi, a 
retired major general from the PLA, considered the use of cyber warfare bene-
ficial for China as the American forces heavily rely on information systems and 
communication networks for conducting their operations. If the PLA cyber 
warfare forces hack or disrupt the American systems and cause a short-term or 
permanent delay to their operations, the PLA can use it as leverage to strategi-
cally dominate the conflict and decision-making cycle for a decisive victory.82

In its 2019 Defense White Paper, the People’s Republic of China identifies a new 
wave of strategic competition as a result of the U.S.’s readjustment of its secu-
rity and defense policies. Heavy investment by the U.S. in the cyber domain 
along with others undermines global strategic stability for which it becomes 
imperative for China to develop top-notch cyber technologies and compete 
with its adversaries in the said domain.83 The White Paper also highlights new 
considerations in the new era, stating that cyberspace is one of the core pillars 
of China’s security interests that the country should strive to defend. Chinese 
armed forces continue to develop offensive and defensive cyberspace capabil-
ities at a rapid pace along with reinforcement of national cyber defense infra-
structure to protect sensitive information and maintain cyber sovereignty.84

In the operational realm, the PLAAF (Air Force), PLAN (Navy), Secondary Ar-
tillery Force (SAF), and all other branches of the Chinese military have been 
linked to the Third Department to conduct cyber operations and surveillance on 
foreign communications. Moreover, the Third Department also carries out func-
tional orientation for monitoring communication networks from a tactical to a 
strategic level.85 The former commander-in-chief of the U.S. Pacific Command 
blamed the People’s Republic of China for cyberattacks and intrusions targeting 
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the Pacific Command’s networks and computer systems aimed at stealing data.86 
Chinese technology and telecommunication companies have also been allegedly 
involved in cyber espionage: Huawei Technologies was blocked by the U.S. be-
cause of its links with the Chinese military. Many Chinese electronics manufac-
turers have reportedly installed viruses in devices to fetch information.87

Implications for International Security

The contemporary strategic landscape continues to remain volatile. The insta-
bility today is not only dependent on conventional components but also un-
conventional factors that intensify the strategic competition among different 
actors, especially military powers. The role of cyber warfare in the strategic, 
operational, and tactical realms has matured to an extent that its applications 
have become entrenched in military operations. The international security in-
frastructure in terms of doctrinal development, revamping of alliance struc-
tures, and operational application of militaries, force postures, and future plan-
ning has altogether been transformed by the weaponization of cyberspace, the 
cyber arms race, and the practical manifestation of cyber warfare by countries.

Competing on all military fronts, the cyberspace military rivalry between the 
U.S. and the PRC is intensifying with each passing day and is resulting not only 
in cyberspace strategic instability but akin to nuclear weapons, it is also fueling 
the cyberspace security dilemma. With the employment of high-end military 
technologies, autonomous weapon systems, and sophisticated cyber warfare 
capabilities, the associated vulnerabilities also increase. The most highlighting 
characteristics of cyber warfare in retrospect involve attribution, anonymity, 
and the fact that non-state actors also possess these technologies. It can safely 
be said that if any non-state actor conducts cyber operations against either 
country and its threshold crosses the limit of an all-out war or does unaccept-
able damage to the critical infrastructure, it can snowball into a nuclear war or 
even a third world war within a couple of minutes.

Another aspect of the increased cyberspace strategic competition involves re-
gional security structures. The respective transformation of alliances and the 
transfer of cyber technologies by both the U.S. and the People’s Republic of 
China have affected the military balance and deterrence stability in many re-
gions of the world. For example, in the Asia-Pacific, the new alliance outlook 
involves members of the Quadrilateral Security Dialogue (Quad), including 
Japan, Australia, India, and the U.S. against China and Pakistan. These two 
military poles have repercussions for global stability in general and in partic-
ular for regions like South Asia, the South China Sea, and so forth. To analyze 
the effects, it is worth noting that in its Indo-Pacific Strategy Report (2018), 
the U.S. aimed to build cyberspace alliance networks to curtail its adversaries’ 
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progress in the domain. Moreover, it aims to multiply the effects of its cyber 
operations by launching coordinated attacks with its allies against its stated 
adversaries, including China.

Furthermore, at the regional or sub-regional level, trickle-down effects are wit-
nessed: having the U.S. armed forces and their logistics and technological sup-
port at its back, countries like India engage in intense competition against ad-
versaries, including Pakistan and China. For Asia, the cyberspace competition 
may lead to an all-out nuclear war because of various factors: (i) any cyberat-
tack might climb the escalation ladder because of ambiguous threshold levels; 
(ii) countries might conduct cyber operations to neutralize their adversary’s 
navigation systems and afterward launch a conventional military offensive that 
might activate the nuclear flashpoint; (iii) cyber operations might cause un-
acceptable economic losses to a country that might be retaliated in form of 
a full-fledge war –specifically Pakistan, and (iv) above all, the geographical 
proximity of three nuclear-armed neighbors makes the region more volatile.

Cyber warfare also entails another aspect in terms of its conduct. Countries de-
velop cyber capabilities to launch offensive operations against their adversaries 
while protecting their own structures and network systems against external at-
tacks. To maintain sophisticated cyber warfare capabilities, countries use high-
end computers, network-enabled systems, and other critical technologies. All 
of the above-mentioned technologies, despite being protected, are vulnerable 
to cyberattacks. The biggest threat at the state level is the launch of cyber war-
fare against a country’s critical infrastructure that might have catastrophic 
effects on international security. The cyberattack on India’s Kudankulam Nu-
clear Power Plant increased the chances of a large-scale war between India and 
Pakistan when at the beginning, Indian officials started blaming Pakistan for 
the operation. After, however, the attribution was given to some other entities, 
and the incident was de-escalated because no losses were reported. 

Conclusion

Inherent differences in general approaches toward cyber espionage, the role of 
international law in cyberspace, and the militarization of cyberspace prove det-
rimental to international security as all the countries are dependent on either 
Washington or Beijing for cyberspace activities. Similarly, the development 
of dual-use technologies in telecommunications equipment and the integra-
tion of AI technology in warfare have also created confrontational scenarios 
for both countries time and again.88 To understand the global cyber-threat 
matrix, it is important to note that countries gauge cyber threats differently 
depending on their capabilities and dependence on technology. Technologi-
cally advanced countries rely more on cyberspace because their transportation 
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networks, power-generation processes, 
telecommunications structures, banking 
and finance, government institutions, 
and military services depend exten-
sively on data networking. The slight-
est disruption in the technology infra-
structure can bring chaos to society and 
handicap the military from operating. 
In countries less reliant on cyberspace, 
associated vulnerabilities automatically 
become less viable and the domain is 
used for political gains rather than the 
disruption of facilities and institutions.89

Cyberspace has redefined the threat ma-
trix of international security: from being 
employed at battlefields to taking wars to the enemy’s home front, scenarios of 
cyber conflict can include compromising software, algorithms, etc. to neutral-
izing hardware threats such as electromagnetic weapons. Cyberspace threats 
might not involve getting unauthorized access to conventional or unconven-
tional missile arsenals of adversaries but could lead to conflicts having disrup-
tive effects on countries, from strategic to operational levels and also threaten 
individuals of the countries.90

The significance of cyber warfare capabilities for militaries can also be gauged by 
former Chairman of the U.S. Joint Chiefs of Staff General Martin E. Dempsey’s 
statement in which he said, “We now live in a world of weaponized bits and 
bytes, where an entire country can be disrupted by the click of a mouse.” To 
connect this statement with the global security landscape, it is to note that 
20 countries (or more) have established dedicated military units to conduct 
cyber warfare.91 Cyber warfare is not only detrimental to an adversary’s mil-
itary but can also handicap its economy on which all the other elements of 
national power are dependent.92 Hence, militaries can target a non-military 
target through operations in the cyberspace domain and achieve strategic re-
sults as the cyberspace domain is not as regulated as battlefields or warzones.

Maintenance of an embedded cyberspace infrastructure in the militaries, its 
interconnectedness with the economic junctions, and the development of cy-
ber weapons became game changers for the international security architecture. 
Traditional structures, although interoperable and running parallel, are dom-
inated by cyber weapons, disruptive technologies, and AI-driven equipment. 
For example, in a joint mission, a cyber warfare unit can not only deprive 
fighter jets of navigation systems, take control of their electronic weapons, and 
neutralize naval threats by compromising their computers but can also par-
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alyze the army by hacking into the C5ISR and satellite systems and cutting 
off their eyes and ears. The possibility of a successful cyber campaign in the 
above-mentioned war scenario is 100 percent as all of this would take just a 
couple of seconds or a few minutes, at maximum, for a cyber warfare unit. 

To conclude, the utility and application of cyber warfare make it the ultimate 
weapon of choice along with its offshoots such as AI, electronic warfare, and 
others. In the future, any country lagging in developing cyber capabilities could 
face detrimental results for its national security. Similarly, conflict and war zones 
would also be characterized and dominated by cyber warfare, which would re-
quire extensive work in capability development, preparedness, and R&D. 
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